BOTECH

A step beyond cybersecurity

Complete security solution for companies in anysector

with rapid,detection and response capabilities:
! Lo

What is VSOC PCI?

The Virtual Security Operations Center (vSOC) is an advanced security platform that offers
real-time protection through a managed security monitoring and analysis service that
operates 24/7.

Easy to implement and customizable, it is designed for organizations that need
continuous visibility and expert support in managing cybersecurity events and incidents,
without having to maintain their own SOC.

Why does your organization need PCI VSOC?
« First virtual SOC specializing in PCI.
+ Managed by a team of experts in security and PCI DSS compliance.

» We operate 24/7 with global coverage through a team distributed across Mexico, Spain,
and Venezuela.

« We have Level, 2, and 3 analysts trained in incident detection, analysis, and escalation.

« We do not manage customer systems, but we deliver accurate information to facilitate
containment and eradication.

VSOC PCI helps you comply with PCI DSS regulations and avoid losses

We accompany the client in their PCI DSS audits, explaining the model, providing
evidence, and answering the auditor's questions at no additional cost. A major advantage
of this service is that it helps and supports clients in complying with PCI DSS reqgulations,
specifically in the following requirements:

Requirement 2: Secure configurations. Requirement 8: Role-based access control.
Requirement 6: Vulnerability and change Requirement 10: Event auditing and
management. traceability.
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Why choose BOTECH?

24/7 service managed by Extensive technological Proactive and contextual
experts support alert generation model
. . Development of parsers and Direct and clear
SUpEEslln audlt_s e dashboards at no additional communication with the
DSS compliance
cost customer

Real-time information and alerts to ensure your organization is
protected at the highest level

v Email: for all alerts based on criticality. v Daily reports: All alerts and incidents
detected the previous day are sent.

v" Phone calls: for critical alerts
previously defined with the customer. v" Monthly reports: Analysis of the
month, with recommendations, trends,

v Slack: Optional integration for quick and points of attention.

and lightweight notifications.
v Patterns: System that detects patterns

that may go unnoticed with isolated
alerts.

Multiple environments

Capable of monitoring, alerting, and correlating events across multiple environments:

» Infrastructure and cloud: Linux, Windows, AWS, Azure.

+ SaaS and cloud security: Office365, Trend Micro, Netskope, Bitdefender.

+ Firewalls and networks: Palo Alto, Cisco, Fortinet, Check Point.Databases: PostgreSQL, MSSQL,
MariaDB.

We develop custom dashboards and parsers when native tools do not support customer logs,
at no additional cost.

Discover how BOTECH can help you protect your business to the fullest. For more
information and a free demo, write to us at info@botech.info
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